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A substantial amount of person-based risk goes unnoticed and unmanaged each
day. Insider threat risk affects every kind of employer, and industry in the U.S.

« 65 million people-one in four U.S. adults—have criminal records.!

« The average cost of a poor hiring decision can equal 30% of the first year's
potential earnings.?

+ In 2016, occupational fraud cases caused losses of over $6.3 billion nationally.?

As employers seek to make informed hiring decisions to ensure safety in
their workplaces and for their customers, there continues to be a focus on
background screening. Employee background screenings are essential to
identify potential threats during the hiring process, but most screening
methods are limited in scope, posing significant pre- and post-hire risks.

Background Screening: Pre-hire insider threat risk

Potential employees often undergo an employer-initiated background screen.
Many screening companies will only check for criminal records in locations where
the job candidate has lived, as the process is extremely time-consuming and
costly. This process excludes areas where the candidate committed a criminal
offense but did not actually reside. The absence of a broad, national search
results in employers hiring applicants that they would not otherwise hire.

Continuous Monitoring: Post-hire insider threat risk

Once hired, employees are typically not re-checked during their tenure. Many
companies rely on "self-report"” policies that require employees to notify the
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Unidentified insider threats
can have a profoundly negative
impact on companies, often
resulting in:

e Financial harm

o Loss of customer loyalty

e Loss of brand value

* Reputational damage

e Human tragedy

A 2015 study of over 400,000
employees found that 12% of
the workforce is likely to be
arrested in the next 5 years,

and 20% in the next 7 years.
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company upon arrest, though most have no way to ensure that employees

are following protocol.

Pre- and post-hire, insider threat risk often results from employers' lack of
access to real-time, nationwide incarceration data. The resulting workplace
violence, fraud, embezzlement, and theft are a multi-billion dollar drain on
our economy-a cost that can easily be mitigated.

Mitigate Insider Threat with Appriss' Risk
Intelligence Solution

Appriss Safety is a leading data integration company that operates the
nation’'s most comprehensive incarceration data network. Appriss provides

access to over 140 million U.S. booking records, facilitated by direct interfaces

with over 2,000 jails and DOC facilities.

Collaborating with background screening companies and businesses across
the country, Appriss has identified a critical need for access to real-time,
nationwide incarceration data to more efficiently screen new employees and
continuously monitor the current workforce for incarceration events. With
this need in mind, Appriss developed its Risk Intelligence solution.

Benefits of Appriss' Risk Intelligence Solution

Appriss offers employers access to real-time, nationwide incarceration

data and a team of experts to implement and support the solution. Risk
Intelligence helps protect employers from legal, regulatory, financial, and
reputational risks of rogue employees. Appriss' unique data set, coupled
with our unmatched industry expertise, makes us the only company with the
ability to successfully partner with employers to resolve the challenges they
face regarding unidentified incarcerations, and the resulting risks they pose.

Employer Benefits:

- Single platform to access national incarceration history, reducing the
risk of undetected incarceration activity during the screening process.

+ Real-time incarceration data enables continuous monitoring of employees
and contractors. Employers are typically notified within 24 hours of an
incarceration event.

- Flexible implementation options to meet customer needs.

FOOTNOTES

T National Employment Law Project (NELP) Study '65 Million “Need Not Apply" — March 2011
2 Source: U.S. Department of Labor
3 Source: 2016 ACFE Report to the Nations on Occupational Fraud and Abuse

About Appriss Safety

With the addition of Appriss’
nationwide data, we have
seen a 15-20% lift in the
number of criminal activities
identified over the use of

leading National Criminal
Files alone.

An Appriss Background
Screening Partner

KEY FEATURES RISK INTELLIGENCE:

Q INCARCERATION SCREEN

Enhances pre-employment
screening to keep threats out.
Access accurate, timely, and
comprehensive incarceration data
to significantly widen the scope of

pre-hire background screenings.

INCARCERATION MONITORING

Continuous monitoring of
employees, post-hire, to identify
threats within. Place "watches"
on employee lists, and receive
automated alerts when an
employee is booked into custody,
released from custody, and/or
incarcerated for a certain "length
of stay."

Our detailed alerts also include charge
information (where available), and
agency contact information for ease
of verification.

Appriss Safety is the developer of the Appriss Insights Platform, the nation's most comprehensive source of incarceration,

justice, and risk intelligence data. We are a team of technology and data science experts who provide insights and analytic

solutions that support informed decisions for early response to people-driven fraud and risk.

@ apprisssafety.com info@apprisssafety.com

rev 5/18

APPRISS’
SAFETY



